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Abstract
Information security is a complex issue and Chief Information Security Officers
(CISO) are faced with various challenges. Additional research is needed to study the role of
CISOs in attaining information security compliance. In this paper, we follow path-goal theory
of leadership as a theoretical lens to understand how CISOs can be more effective information
security leaders. We present a research model for effective security leadership with emphasis
on security member characteristics, organizational environment and security motivation
process. This paper suggests that CISOs leadership behaviors must be tailored to communicate
and influence subordinates’ perception as well as paths to the attainment of information
security goals.
Introduction
Information security 1 has shifted from a technical problem to more of a management
issue (Herath & Rao, 2009; Von Solms, 2001). In 2014, a Forbes news article reported widelyknown corporate data breaches including UPS, JP Morgan Chase, Staples, Sony and Kmart
(Hardekopf, 2015). Although these data breaches contain technical factors, they also suggest
the need for senior management to be more actively involved. The critical business importance
of IT means the failure of information security governance programs can lead to serious
personal and corporate liabilities (Von Solms & Von Solms, 2004, 2006).
Chief Information Security Officers (CISO), a relatively new title added to the
C-suite, is responsible for a wide-array of information security responsibilities: “facilitating
the implementation and ongoing compliance with the multiple domains of the common body
of knowledge, such as risk management, operations security, business continuity, and so forth”
(Fitzgerald, 2007, p. 262). Unfortunately, CISOs are faced with various challenges related to
power, role identity, and employee involvement (Ashenden & Sasse, 2013). In addition, there
may be confusion with CISO’s responsibilities since CISO may be labeled as a “security
manager, security director, or information security officer” (Fitzgerald, 2007). These
challenges make it difficult for CISOs to excel as security leaders. In an attempt to build on
1
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existing studies (Fitzgerald, 2007; Whitten, 2008; Ashenden & Sasse, 2013), research is needed
to understand how CISOs can be more effective security leaders.
Overall, there is also a need for a more active leadership approach and effective
communication of information security as a goal (Ashenden & Sasse, 2013). CISOs benefit
from IT skills, but they also require soft skills like communication and leadership (Whitten,
2008). Based on experience on CISO job listings, Whitten (2008) found 61% of jobs required
communication skills and 39% included leadership skills. These skills are needed for contracts,
negotiations, and presentations to convey the difficult cost-benefit of information security
implementations. CISOs need to act as change agents and manage how directives are
communicated and received by employees (Ashenden & Sasse, 2013). This approach can
enhance cooperation when steering groups towards a common information security goal
(Koskosas & Asimopoulos, 2011).
CISOs in many corporate environments lack organizational support, and are considered
to have one of the most arduous roles for modern business professionals (Perlroth, 2014).
CISOs must effectively communicate business problems being resolved and inculcate
information security throughout the company to obtain organizational support from employees
(Johnson & Goetz, 2007). Building upon this, we argue that CISO’s leadership behaviors must
be tailored to communicate and influence subordinates’ perception as well as paths to the
attainment of information security goals. This approach will increase the effectiveness of
information security leaders by helping employees actualize the relative worth of security
implementations and obtain company-wide support. Not only will this research provide a
theoretically grounded approach for understanding how CISOs can excel as security leaders, it
will also contribute to a lack of information security research related to goals, leadership, and
the role of CISOs.
Literature Review
Information security compliance is a complex issue in organizations (Ifinedo, 2014).
Boss et al. (2009) argued evaluating and rewarding individuals for their compliance behavior
would increase the degree to which individuals believe controls are mandatory. They suggest
employees will adhere to policies that are enforced as mandatory. However, this is a major
assumption because even when policies are specified as mandatory they may still not be
followed. Vance et al. (2012) argued security non-compliance issues are caused by habit, which
means individuals are caught in routine behavior that goes against security policies. But, bad
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habits are hard to break. Johnston and Warkentin (2010) highlight the importance of
incorporating fear-inducing communication to persuade end-users intentions to follow
recommended individual security actions. Later, Johnston et al. (2015) extended the
conventional fear appeal model by adding personal relevance with sanctions.
Information security policy compliance issues could be resolved by developing the
moral reasoning and values of employees (Myyry et al, 2009). An individual is rationally
influenced to comply with security policies based on normative beliefs, self-efficacy, and
attitudes (Bulgurcu et al., 2010). Ifinedo (2014) further argued socialization, influence, beliefs
and cognition motivate security policy compliance. In addition, personality factors have been
argued to be more important than attitudes and intentions (Shropshire et al., 2015). More
broadly, Herath and Rao (2009) emphasized the importance of extrinsic and intrinsic
motivators to encourage information security policy compliance.
Research suggests a lack of management support is the leading issue in the realm of
information security (Von Solms & Von Solms, 2004; Knapp et al., 2006). Top management
support consists of leadership, organizational structures, and processes in the protection of
corporate information assets (Johnston & Hale, 2009). Although it is often overlooked, middle
management also plays an important day-by-day role and might represent the biggest barrier
to transforming the organization (Johnson & Goetz, 2007). The involvement of middle
management helps spread the responsibility and accountability for information security to
lower levels. It can help end-users understand how security applies to their daily operations
and enforce training, awareness, and policy compliance (Johnson & Goetz, 2007).
Despite emphasis on top management support, there are limited studies focused on
information security leadership. The significant need for obtaining management support and
motivating compliance in information security has introduced a need to understand how
leadership can help accomplish these goals. There is a difference between management and
leadership: management is focused on “controlling”, and leadership is focused on the “creation
of a common vision” (Weathersby, 1999). Even though there is no single agreed upon
definition of leadership, this research study defines leadership as: “a process whereby an
individual influences a group of individuals to achieve a common goal” (Northouse, 2015, p.
5). Information security leaders must overcome organizational challenges and achieve stated
security objectives. This paper focuses on information security leadership.
Theoretical Basis
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CISOs need to use communication to act as change agents and remove blockages that
prevent information security from becoming viewed as only a concern for specialists
(Ashenden & Sasse, 2013). Researchers suggest information security should be viewed as a
goal to motivate such change in organizational behavior (Koskosas & Asimopoulos, 2011).
We take a goal-oriented view that perceives information security as a collection of goals to
accomplish in order to manage risks (Oladimeji et al., 2006; Elahi & Yu, 2007; Koskosas &
Asimopoulos, 2011). Goals can be used to consciously and unconsciously drive human
activities (Koskosas & Asimopoulos, 2011). This view ties in with our aim to understand the
role of leadership when communicating information security goals to encourage organizational
support in the management of critical information resources.
The Path-Goal theory of leadership serves as the theoretical basis for our study. This
theory draws heavily from research on what motivates employees. The Path-Goal theory of
leadership examines the relationship between leader behaviors and work outcomes, including
subordinate’s satisfaction and effectiveness (Evans, 1970; House, 1971; Keller, 1989).
According to this theory, leaders initiate structures in the work environment to clarify the path
to a desired outcome (Sagie & Koslowsky, 1994). The emphasis is to enable “personal payoffs to subordinates for work-goal attainment and make the path to these pay-offs easier to
travel by clarifying it, reducing road blocks and pitfalls, and increasing the opportunities for
personal satisfaction en route” (House, 1971, p. 324).
Although some critics argue the Path-Goal theory has no predictive value and limited
empirical support (Schriesheim & Denisi, 1981), other studies point to the contrary and
consider it to be a strong framework for understanding leadership effectiveness (Vecchio et al.,
2008; Malik et al., 2014). In IS research, Li et al. (2012) empirically found this theory to be
useful in understanding how leadership could motivate better development of open source
software. The path-goal leadership approach can help us understand how CISOs can effectively
communicate information security goals and increase the effectiveness of information security
leadership.
Research Model

The path-goal theory contains four major components: leadership behaviors,
subordinate characteristics, work environment characteristics, and motivation towards a
goal (Northouse, 2015).

These components as applied to information security are

discussed in rest of this section. The proposed research model is presented in Figure 1.
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Figure 1. Research Model of Information Security Leadership

CISO Leadership Style. House and Mitchell (1974) listed four primary behaviors
related to the path-goal theory: directive, supportive, participative, and achievement-oriented
(see Appendix A). Leadership behaviors are pertinent to successful accomplishments in
organizations (Holloway, 2012). Research has found leadership behaviors to have a direct
effect on an individual’s attitudes and behaviors (Momeni, 2009). The attitudes and behaviors
of users play a key role in applying protective information technologies (Dinev et al., 2009).
Furthermore, the intrinsic and extrinsic factors of attitudes and behaviors influence information
security (Herath & Rao, 2009). Therefore, information security goals can be achieved when
CISOs use certain leadership behaviors to motivate employees.
Security Member Characteristics. According to House & Mitchell (1975), the
subordinate characteristic is a contingency variable that moderates the relationship between
leadership behaviors and leadership effectiveness. This characteristic influences how
subordinates interpret leadership behaviors (House & Mitchell 1975). The Path-Goal theory
states subordinates are more likely to accept leadership behaviors when they perceive the
immediate or future satisfaction (House & Mitchell, 1975). For information security, we focus
on Security Member Characteristics. Individuals have unique characteristics: attitude,
motivation, and job satisfaction that are influenced by organizational forces (Vroom & Von
Solms, 2004). Due to these characteristics, “the behavior of individual employees plays an
important role in the development and evolution of the organizational culture and factors that
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affect this behavior to be conducive to information security” (Vroom & Von Solms, 2004, p.
196). Based on concepts of rationality, individuals support decisions that lead to their personal
satisfaction (Bulgurcu et al., 2010). Therefore, leadership behaviors that are tailored to the
subordinate characteristics and posit the potential satisfaction have the potential to motivate
employees towards information security compliance.
Information Security Environment. House & Mitchell (1975) argues that
environment factors also moderate the relationship between leadership behaviors and its
effectiveness. These factors are outside the control of subordinates but influence their
psychological state (House & Mitchell, 1975). The organizational security environment has
an influence on employees and internal security operations (Vroom & Von Solms, 2004; Chan
et al., 2005). More specifically, organizational design and support for tasks play a role in the
security motivation process overall security environment (Vroom & Von Solms, 2004). These
characteristics suggest job satisfaction and leadership directiveness determines degree a
structure needed to motivate subordinates (House & Mitchell, 1975). Therefore, leadership
behaviors that are tailored to the organizational security environment have the potential to
motivate employees and increase security outcomes.
Security Motivational Processes. Numerous studies have acknowledged the need for
senior security professionals to have strong communication and motivational skills (Johnson
& Goetz, 2007; Whitten, 2008; Bradbury, 2011; Koskosas & Asimopoulos, 2011; Ashenden
& Sasse, 2013). Faced with a dynamic job role, CISOs must primarily have a firm
understanding of how to communicate in both business and technical language (Whitten, 2008;
Bradbury, 2011). The technical expertise is not as important as adept leadership skills and
business fundamentals (Groysberg et al., 2011). Insufficient communication causes employees
to develop their own approach and degrades their ability to understand the value of their
support (Adams & Sasse, 1999). Instead of using a one-way approach of authoritatively
announcing current security actions, CISOs need to effectively communicate organizational
business problems being resolved (Johnson & Goetz, 2007; Ashenden & Sasse, 2013). More
specifically, “genuine two-way communication with employees, negotiation and involvement
to overcome the often observed ‘them’ and ‘us’ relationship, and an acceptance that mistakes
and errors will occur” (Ashenden & Sasse, 2013, p. 16). Herath and Rao (2009) argue that
extrinsic and intrinsic motivators play a role in information security. However, Son (2011)
observed that although extrinsic factors are important, intrinsic factors are more pertinent to
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motivate security policy compliance. CISOs can motivate employees by providing coaching
and direction, removing obstacles and roadblocks, and making sure security goals are
personally satisfying. This approach overtime has the potential to motivate employees and
enhance their understanding of security goals.
Information Security Outcomes.

According to Dunkerley & Tejay (2009),

“organizations require strong leadership that understands how to define information security
success within that organizational context, necessitating individuals who understand both
information security needs and needs of the organization” (p. 5). Information security leaders
will be effective based on how well they lead subordinates goals: employee motivation,
employee satisfaction, leader acceptance, and work unit performance (House, 1996).
Essentially, CISOs need to communicate and influence subordinates’ perception of information
security goals, as well as paths to the attainment of goals.
This research article aimed to fill a gap in empirical research by understanding how
CISOs can overcome various challenges and excel as effective information security leaders.
Based on the view of information security as a collection goals and leadership as an approach
to the attainment of goals, the path-goal theory of leadership was used as a theoretical lens to
understand how CISOs can be more effective information security leaders. This paper suggests
that CISOs leadership behaviors must be tailored to communicate and influence subordinates’
perception as well as paths to the attainment of information security goals.
Conclusion
There is a need to discuss what makes CISOs able to define and deliver organizational
security goals effectively (Ashenden & Sasse, 2013). The path-goal theory was used as a
theoretical lens to understand how CISOs can overcome challenges and excel as information
security leaders. We suggest that CISOs leadership styles must be tailored to communicate and
influence subordinates’ perception as well as paths to the attainment of information security
goals. The next step is to gather data from CISOs at large organizations to understand the effect
of leadership behaviors, information security environments, and security member
characteristics on motivation process and information security outcomes. A present limitation
involves leadership behaviors and contingency factors being relevant to all organizational
contexts. Future research can aim to further build upon this paper by examining new leadership
behaviors and contingency factors to make this leadership approach more targeted to the
information security context.
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Appendix A. Leadership Behaviors as presented by Northouse (2015)
Leadership Style
Directive behavior
Supportive behavior
Participative
behavior
Achievementoriented behavior

Description
Makes sure tasks are clear and easy to understand
Attempts to ensure a friendly and approachable relationships
that supports fair treatment
Attempts to involve subordinates in decision making to produce
better outcomes
Challenges subordinates to produce the best possible outcome
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